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Why ISPs See Spam
A Beginner’s Guide to Deliverability
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Introduction
The movie The Sixth Sense was a big hit in theaters sixteen years ago, and while its surprise 

plot revelation may have since become well-worn, the famous line spoken by Cole Sear 

(played by Haley Joel Osment) to Dr. Malcolm Crowe (Bruce Willis) has become enshrined in 

our pop culture vernacular: “I see dead people. They don’t know they’re dead.” The twist was 

that Dr. Crowe eventually came to realize at the end of the film that he was one of the people 

to whom Cole was referring.

Some good-intentioned commercial emailers have come to a similar realization — that although 

they are trying to be good actors, their messaging tactics are in fact appearing to receiving 

internet service providers (ISPs — such as Gmail, Yahoo!, and Comcast) as indistinguishable 

from common spammers. Why is it that ISPs see spammers who don’t know they’re spammers? 

Blame the bad actors.

Thanks to the spammers, legitimate senders today face a number of challenges in reaching out 

to their audience via digital messaging, and many get caught in the traps designed to prevent 

spammers from reaching the inbox. Fortunately, by adhering to several best practices, many 

senders have been able to turn things around and consistently reach their customers, benefitting 

both their customers and their bottom line.

These best practices span three major categories:

If you can properly manage the who, what, and how of digital messaging, you can be confident 

that you’ll see a marked improvement in both the deliverability and audience engagement of 

your transactional and marketing messages.

  WHO 

you send your message to

  HOW 

you send your message

  WHAT 

your message contains
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 Who You Send To
The most important place to start in your efforts 
to be a responsible sender is with your audience, 
ensuring that you have their permission, interact 
with them in a transparent way, and listen to them 
when they communicate their preferences to you.

GET PERMISSION

One of the fastest ways to get blacklisted and 
identified as a spammer is to acquire your audience 
in the wrong way. Some organizations are tempted 
to shortcut the system and grow their audience by 
acquiring subscriber lists. Don’t do it — Don’t buy 
lists. Period. The problem with purchased lists is 
that they are almost guaranteed to contain outdated 
information, spam trap addresses, and people who 
quite understandably will click the spam button 
when they receive undesired communications that 
they did not sign up for. There is no right way to 
clean such lists, and they are poison to your sending 
reputation.

The truth is simple: with email marketing, quality 
trumps quantity every time. Perhaps in the old days 
of offline direct marketing, bigger lists were better 
lists. But, in today’s email world, marketers who try 
to bulk up their subscriber base with purchased lists 
only wind up damaging their sending reputation, 
resulting increasingly worse results as they send to 
more people who don’t like their communications.

Instead, invite people interacting with your brand 
to opt-in — to sign up voluntarily. Online market-
ing efforts such as pay-per-click, targeted ads, or 
even sponsorship of relevant third-party lists can 
drive interested parties to your site, which then 
encourages your audience to sign up for your 
communications, but that ultimate decision to 
subscribe must be initiated by the user of his or 
her own accord.

When a user does sign up, always send a confirma-
tion email with a link they need to click in order to 
confirm that they want your messages. This double 

opt-in practice not only ensures you are dealing 
with an engaged audience, it also protects your 
own interests. In the past, there have been cases of 
malicious signups where a malicious third party will 
sign up spam trap addresses on a site they don’t like 
in order to damage its sending reputation. A single 
email to those addresses that goes unconfirmed 
isn’t near as damaging as a regular consistent send 
to those addresses due to no requirement for sub-
scription confirmation.

BE TRANSPARENT

People do not respond well when they feel they 
have been deceived, and a lack of transparency 
with your audience can cause you serious pain 
down the road.

When someone signs up for your messaging, it 
should be clear what they are signing up for, how 
often they will be receiving it, and whether they will 
be subject to third-party communications. Ideally 
you should not presume they are signing up: leave 
subscription boxes un-checked by default. When 
you do communicate with them, communicate 
according to the intentions you provided to them; 
permission to communicate from one brand of 
your organization does not imply permission to 
communicate from all brands unless you explicitly 
communicate that.

Keeping consistent records of double opt-in is also a 
good defense when dealing with issues at the major 
ISPs. If you get delivery issues due to spam com-
plaints but can show that those who complained 
actually completed a double opt-in (checking the 
subscribe box, then later clicking the confirm link), 
your adherence to industry best practices will mark-
edly help your reputation with ISPs — and ensure 
future deliverability.

When you send to your audience, make it clear who 
is sending them a message and why. Your “From:” 
address should reflect the brand by which your 
customers know your business. Avoid confusing your 
recipient with bare, generic addresses like no-reply@
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xyz.com, corporate labels that lack meaning to the 
audience, or individual senders’ names on brand 
communications.

In short, the key is to not surprise your audience; 
they should never receive direct communication 
from you if they did not explicitly agree to do so. 
When people get unexpected communications, they 
are more likely to click the spam button, which will 
hurt your sending reputation and make it difficult to 
reach the inbox in the future.

PAY ATTENTION

In addition to communicating clearly to your audi-
ence, you need to listen to both their explicit and 
implicit communications — and then act, based 
upon on what you hear. You also need to make it 
easy for them to communicate with you.

Your audience isn’t monolithic. It’s a mixture of 
individuals with different styles of information pro-
cessing and communicating with you. Some people 
will explicitly unsubscribe when they stop wanting 
your communications, others will simply stop open-
ing your messages, and still others will click the 
spam button in the hope of stopping your messages 
from arriving.

In order to effectively manage and protect your 
subscriber list, you need to be ready and able 
to identify all the possible ways a customer will 
communicate to you that they do not want your 
messages anymore so you can remove them. 
Sending to recipients that don’t want your mes-
sages is a quick way to lower your sending 
reputation with the ISPs.

In addition to learning about their unsubscribe 
preferences, you also need to be listening to your 
audience regarding their preferences regarding 
frequency of communications, type of commu-
nications, and timing of communications. These 
preferences can again be collected both explicitly or 
implicitly through a preference center, or by watch-
ing their behavior to identify preferences.

Happy subscribers are those that don’t encoun-
ter hurdles in their effort to communicate their 
preferences to you. If your audience has to log in 
to unsubscribe from your communications, using 
credentials they have possibly forgotten, they will 
often give up and instead just click the spam button, 
damaging your reputation. Similarly, if it is too dif-
ficult for your audience to identify the method for 
unsubscribing or changing their preferences they 
will again use the tools provided by their ISP or 
email client, again damaging your reputation. 

Your messages should contain a clear statement 
reminding the recipient of the opt-in permission, 
with an obvious link to unsubscribe. While some 
senders are concerned that simple opt-out links 
make unsubscribing too easy, successful reputable 
sending will always be about quality of a list, not 
quantity. The risk of reputation damage from sub-
scribers not being able to unsubscribe will always 
outweigh any perceived losses from an easy and 
clear unsubscribe mechanism.

 What You Send
As a marketer, you’re used to crafting copy and 
other content with an eye for message, brand, and 
call to action. But the content of what you send to 
your recipients can also have a strong impact on the 
deliverability of your messages whether they get 
disposed of as spam. Like all good marketing, the 
key to effective email engagement is content that 
communicates with relevancy, timeliness, and value. 

BE RELEVANT

One of the easiest ways to get your message 
identified as spam, or to tempt a person to unsub-
scribe themselves, is to send them content with 
poor relevancy.

When sending to your audience, first understand 
their needs and goals. Look at their interests, pur-
chase histories, activities, and any other information 
you have to identify whether a given communication 
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will be relevant. Remember that digital messaging is 
about quality, not quantity, and try to narrow down 
the segment you are sending to. It is far better to 
send a communication to the 10% of your audience 
that will find it relevant than to send it to your entire 
subscriber list and risk having the 90% click the 
spam button!

One way ISPs judge sender reputation is by analyz-
ing how your recipients interact with your messages, 
including measuring clicks and opens. Let’s say you 
send an email to just the 10% of your list that is 
likely to find it relevant, you may have 50% of those 
recipients engage with your message — earning you 
a high reputation. But, if you send that same mes-
sage to your entire list without limiting to a relevant 
segment, ISPs might now see an engagement level 
of 5% — just a tenth of the engagement of the 
targeted list, resulting in a lower reputation. As such, 
an ISP is much more likely to filter or even reject the 
mailing as spam.

In addition to targeting the segment of your 
audience most likely to consider a given mes-
sage to be relevant, you also should consider 
using personalized content to ensure a message 
is relevant on a per-recipient basis. For example, 
if you are promoting a summer sale, you can 
use a template that announces the sale, sent to 
all recipients, with content and offers that are 
tailored on a per-recipient basis. This personal-
ization could be explicitly specified on signup, 
implicitly determined through integration with 
purchase and browsing history, or both.

BE TIMELY

Another key aspect of sending effective communi-
cations to your audience is timeliness. Watch your 
audience closely and try to identify the right timing 
for your messaging. An example of poor timing is 
promoting deals on refrigerators right after a cus-
tomer purchased a new one. Yes, it may be relevant, 

The Origins of Spam

Although spam messages are particularly pervasive and pernicious today, the question of how to deal 

with commercial use of email is far from new. In fact, it’s an issue that dates from the earliest days of the 

Internet (actually “Arpanet,” as the predecessor of today’s network was known).

In those early days, email seemed relatively simple. The number of servers and email users was tiny—

so small, in fact, that there was a printed directory listing every user’s address!—and the network was 

reserved for academic or other non-commercial use. When a user sent a message, it either arrived or 

there was a straight-forward error responsible for non-delivery, such as a bad address or a server outage.

That changed in 1978, when a creative salesman decided to use the email system of Arpanet to send 

the first spam message, advertising the computer systems he had for sale. (See http://www.templetons.

com/brad/spamreact.html for an interesting oral history of this incident). Like many senders today, the 

sender of that fateful message considered himself to have done nothing wrong. Although he assumed 

what he was sending was relevant and desired by his audience, he, like some naive senders today, made 

several mistakes in who he sent his message to, what he sent them, and how he sent it.
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but it sure isn’t timely! Instead of trying to sell me 
another refrigerator, a smarter strategy would be to 
send offers for related accessories or kitchenware.

If your promotion is time limited, or your sales 
model is based upon limited inventory, make sure 
your audience receives sufficient advance notice. 
You are likely to create customer frustration (which 
results in damage to your sending reputation) if your 
audience clicks on your message, only to discover 
the offer has expired or the item has sold out.

In short, respect your customer’s buying patterns, 
both collectively and individually. Don’t make offers 
you cannot fulfill, and don’t try to sell tickets to ski 
resorts in the summer, shorts in the winter, or repeats 
of recent purchases, unless they are consumables.

PROVIDE VALUE

At the end of the day, a recipient judging the value 
of a message is asking himself or herself, “What’s 
in it for me?” When you communicate with your 
audience, you should ensure that value is clear and 
unambiguous, starting in the subject line and con-
tinuing throughout the message.

Good, old-fashioned dollar savings through dis-
counts and coupons provide an obvious value, but 
other types of value include education, entertain-
ment, and exclusivity. After all, most of us want 
to feel like we’re special, that we’re receiving 
something exclusively for us. The right offer or infor-
mation that provides value is an important aspect of 
keeping recipients engaged and subscribed.

 How You Send
You have taken control of who you send to, and 
started to consider what you send, but it all might 
be for naught unless you also properly manage the 
transmission of your messages. In fact, how your 
messages are sent is one of the most important 
criteria ISPs examine when judging whether your 
campaigns are legitimate or are spam. ISPs consider 

many aspects when assessing the reputation of a 
sender, and compliance with technical best practices 
of the transmission process is a major component of 
their decision-making.

A comprehensive list of best practices for send-
ing can be found in the Sender Best Common 
Practices document, published and regularly 
updated by the trade group M3AAWG. Key 
areas of this advice include IP and DNS configu-
ration, authentication, feedback handling, and 
traffic shaping.

IP AND DNS CONFIGURATION

An important first technical step is to ensure that 
your mail servers are using “clean” IP addresses 
that have not been used previously by mailers with 
abusive practices or other tainted by poor sending 
reputation. When acquiring your sending IPs, it’s 
good to check them against tools like Sender Score 
or SenderBase to ensure the existing scores are 
either blank or positive.

Your mail server’s domain name should clearly 
identify your organization and represent your activ-
ity accurately. We recommend using a subdomain 
of your organization’s top domain (e.g., a domain 
name that looks like mail.yourdomain.com). For 
each IP you use, you will need to have both forward 
and reverse DNS configured and matching, so if  
mail1.yourdomain.com points to 1.2.3.4,  
the reverse DNS (or PTR) record for 1.2.3.4  
needs to point to mail1.yourdomain.com. 
Additionally, the MTA must identify itself to the  
ISP upon  connection using a HELO string, which 
must match the DNS for the IP it uses to connect; 
in the above example, it should identify itself with 
“HELO mail1.yourdomain.com”.  

Typically, senders provision roughly one IP address 
per hundred thousand messages per hour of desired 
throughput, but also separate their different types 
of communications onto different IP addresses. For 
example, marketing communications and purchase 
notifications would be separated out.

https://www.m3aawg.org/sites/maawg/files/news/M3AAWG_Senders_BCP_Ver3-2015-02.pdf
https://senderscore.org/
http://www.senderbase.org/
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AUTHENTICATION

Authentication during mail transmission is the 
equivalent of showing ID to the security guard at 
the ISP’s front door. Using authentication improves 
your stature with the ISP by verifying you are who 
you say you are when sending a message, which 
allows the ISP to track reputation by sending 
domain more reliably. Authentication technologies 
also help to block phishing attacks on your domain 
by allowing ISPs to identify which messages truly 
came from your domain (and, correspondingly, to 
drop problematic messages that do not pass the 
authentication check).

Common forms of authentication include:

 SPF: Sender Policy Framework, a DNS record that 
defines which IP addresses are allowed to send 
email traffic from your domain.

 DKIM: DomainKeys Identified Mail, a crypto-
graphic signature that ISPs can use to validate 
that a given message came from your domain 
and was unaltered in transit.

 DMARC: Domain-based Message 
Authentication, Reporting and Conformance, 
a record that instructs ISPs and other receivers 
how to handle messages that claim to be from 
your domain but that did not pass SPF and/or 
DKIM authentication checks.

Additional information on authentication tech-
nologies can be found in the M3AAWG email 
authentication guide.

FEEDBACK HANDLING

As noted earlier, you need to listen to be an effec-
tive sender, and this includes listening to the 
automated feedback provided by ISPs. This feed-
back includes the responses sent during connection, 
notifications of non-delivery sent after a connection 
closes, and Feedback Loop (FBL) messages sent 
when a user reports an email as spam.

You should automate the process of handling 
feedback from ISPs. For example, a rejection due 
to an invalid address should result in the recipient 
being removed from future mailings until corrected, 
user-initiated spam reports should be respected and 
contact preferences updated accordingly, and so on.

TRAFFIC SHAPING

Each ISP has different guidelines for to how fre-
quently and at what volume to connect to their 
receiving servers — after all, each message con-
sumes network and computing resources. Some ISPs 
will want fewer connections, some will want fewer 
messages per connection, and all generally have a 
limit on messages per hour. You should automati-
cally monitor the responses given by ISP servers for 
indications of how they expect you to adjust your 
current traffic shaping rules. The better you align 
your traffic patterns with their expectations, the 
better your deliverability rates ultimately will be.

https://www.m3aawg.org/sites/maawg/files/news/M3AAWG_Email_Authentication_Update-2015.pdf
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Conclusion
Successful delivery of high-volume email isn’t easy. As we’ve shown, it’s not enough to 

send messages with good intentions. Because of the risk to ISPs and their customers 

caused by spammers’ bad behavior, ISPs have put the burden on senders to prove that 

they are not spammers.

It’s no easy task to meet the expectations of ISPs that are so critical to your success as a sender. 

For most senders, a better choice is to use a service provider such as SparkPost to handle the 

infrastructure and compliance work. 

The best practices we’ve described will help you properly manage the who, what, and how of 

digital messaging and will demonstrate to receiving ISPs that you are a legitimate emailer, not 

a spammer. And with that goodwill, you’ll see a marked improvement in both the deliverability 

and audience engagement of your transactional and marketing messages.
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