
i

Email’s Critical Role in Financial Services Today

Unleash Your 
Competitive Superpower

What Technology and Product Teams Need to Know  
about Email Security, Deliverability, and the Cloud
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WHEN “PLAYING IT SAFE” IS RISKY 
 BEHAVIOR

In some businesses, the status quo seems a safe  

bet. Rocking the boat comes with risk of risking 

customer reputation, liability exposure, or  

regulatory concerns.

Historically, that’s often been the case with tech-

nology adoption in the financial services industry. 

Yet, even for institutions with justly stringent controls 

and a reputation for conservative decision-making, 

the “safest” choice can turn out to be the most 

dangerous of all.

Take, for instance, one common trope of old-school IT:

Change is risky 

Moving to the cloud is risky 

Keeping everything in our data centers is the 

safest option

But is it really?

Capital One certainly didn’t think so. In 2016, they 

announced plans to cut their physical data centers 

from eight down to three, selected Amazon Web 

Services (AWS) as their primary cloud computing 

technology provider, and began migrating many  

of their core businesses and flagship customer  

applications to AWS.

Rob Alexander, Capital One’s CIO, openly acknowl-

edges that “the financial services industry attracts 

some of the worst cyber criminals.” Why then, would 

his bank make the move to AWS? As he explains, 

“We believe we can operate more securely in their 

cloud than in our own data centers.”

Capital One’s former UK CTO Jonathan Allen takes 

things a step further: “The choice for all of us, for 

every technology leader, is fairly simple—do nothing 

and fade away, or embrace the cloud change to 

survive and thrive. Ask yourself which choice holds 

the greater risk.”

THE CLOUD GIVES BANKS COMPETITIVE 
‘SUPERPOWERS’

According to the ABA Banking Journal, Capital 

One’s move to AWS “echoes a broader mindset 

shift that’s occurring across the industry from the 

nation’s largest institutions to local community 

banks: in a world of constant technological 

change, innovation is imperative, and cloud 

services are becoming increasingly central to 

banks’ innovation strategies.”

For those who move to the cloud, the Journal sees  

a range of upside benefits, including:

• Scaling products and services more quickly

• Realizing significant cost efficiencies

• Ensuring higher levels of cybersecurity

• Attracting and retaining the best talent

• Freeing up resources to drive innovation

• Responding more nimbly to customer  

expectations and demands

Using the cloud “really does give you the super-

powers you need to compete,” suggests Allen. 

“And, for the first time, the long-promised, yet never 

delivered, ability to build transformational customer 

solutions using technology building blocks is only  

a few lines of code away.”

Using the cloud really does 
give you the superpowers 
you need to compete.
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A FORGOTTEN RISK IN DATA CENTERS: EMAIL

For those who continue to run operations in tradi-

tional data centers, email communications can pose 

a significant, often hidden, risk.

That’s because email is the favorite target of bad 

actors around the world. Although the spam 

problem has largely been solved, email continues 

to be beset by malware and phishing attempts. 

In fact, according to Verizon’s 2018 Data Breach 

Investigations Report, social attacks in the form 

of phishing and ransomware schemes continue 

to pose significant threats within the financial and 

insurance sectors.

And for those institutions that fall prey to such 

attempts, the impacts can be severe. Consider a 

widely-publicized 2014 data breach at JPMorgan 

Chase, which is now known to have begun with 

a spear phishing campaign against a single 

employee’s email. The resulting breach—which 

affected 76 million households and 7 million 

small businesses—has been called by law 

enforcement “the single-largest theft of data 

from a U.S. financial institution.”

The JPM incident is a sobering reminder that 

choosing to host your email infrastructure in a tradi-

tional data center can leave you vulnerable across 

multiple fronts. A weakness in any part of a stack, 

from network to application layers, could give 

bad actors a foothold into your network and the 

opportunity to inflict costly damage—by stealing 

customer data, degrading user experience, and in 

the case of publicly disclosed breaches, eroding 

your institution’s brand reputation and the good 

faith of customers.

CUSTOMERS CALL THE SHOTS— 
EMAIL’S NOT OPTIONAL 

In the past, financial institutions might have been 

able to choose—in an abundance of caution—not 

to conduct sensitive customer communications via 

email. But that’s no longer an option. As JD Power 

observed in its 2017 U.S. Retail Banking Satisfaction 

Study, “…all customers want choice. They want to 

choose when, where, and how they conduct their 

banking, and banks must continue to meet that 

need by offering consistent, tailored experiences 

regardless of the channel.” 

Consumers increasingly expect this level of conve-

nience from service providers across the financial 

sector—from banks to investment firms, credit  

card providers to insurance companies. In fact,  

it’s become a key competitive battleground. 

To keep up, financial institutions must find ways of 

delivering valuable, reliable, continuous communica-

tions to the customer securely, consistently, and on 

time—and that includes via email.

BUT EMAILING AT SCALE  
IS NO EASY MATTER

In the world of email, everything begins with 

deliverability. No amount of effort in composing 

or targeting your message will matter if your email 

doesn’t arrive in your customer’s inbox.

And whether you’re using the platform for tradi-

tional email marketing or for real-time, transactional 

notifications—or both—emailing at high volume can 

be fraught with risk and technical challenges.

Email delivery might seem like a trivial task when 

you’re sending a relatively small number of 

messages. But the Internet Service Providers (ISPs)  

who host most consumer mailboxes—such as Gmail 

and Microsoft—become much pickier when you 

send thousands of messages at a time. In order to 

protect their customers from spam, the ISPs often 

divert unusual, high-volume bursts of traffic from  

the inbox to the spam folder—if they don’t drop  

the messages altogether.

In fact, nearly 30% of legitimate email traffic ends 

up in spam folders (or just disappears entirely), 
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according to industry analysts at 250ok. That 

includes transactional messages your customers 

want and expect.

When those messages—such as welcome emails, 

account verifications, password resets, purchase 

receipts, and security confirmations—fail to arrive in 

the inbox, they represent more than just an irritating, 

momentary breakdown in service. They degrade 

the overall user experience and threaten customer 

growth and retention.

CUSTOMERS CHURN WHEN EMAIL  
DOESN’T DELIVER

Poor email deliverability can be directly correlated 

to increased churn and decreased revenue.

In the financial sector, where digital transforma-

tion has made it increasingly easy for consumers 

to switch providers at the least provocation, the 

stakes are especially high. As Accenture noted 

in its 2016 North America Consumer Digital 

Banking Survey, “banks must provide value, 

strengthen customer relationships, and deliver 

superior customer service to consumers or risk 

losing them.”

The estimated $750 per customer that banks 

lose when individuals jump from one financial 

institution to another is painful enough. But 

according to JD Power, the long-term effects 

can be even more insidious and far-reaching: 

“When customer expectations are not effec-

tively met, the repercussions are likely to be felt 

for years to come—not only impacting customer 

attrition, but also advocacy and share of wallet.”

The fact that most banks and credit unions 

have to hold onto a new retail customer for at 

least two years to make them profitable simply 

adds insult to injury. Attrition among first-year 

customers is especially ugly—hovering in the 

20-25% range—and half of these new recruits 

defect within the first 90 days of account opening.

CUSTOMER-CENTRIC LEADERS  
MOVE EMAIL TO THE CLOUD AND  
REAP THE BENEFITS

Finding ways to deepen relationships with 

customers across the board and instill true, long-

lasting loyalty plays an essential role in driving 

profitability across financial services.

In fact, Accenture sees an opportunity for financial 

services firms to “reinvent loyalty” by leveraging digital 

platforms that “capture customers’ implicit and 

explicit intent…[to]…connect in ways that matter.”

In an impressive commitment to getting email 

deliverability right, there’s a wave of customer-savvy 

institutions across the financial and related sectors 

who are moving their email communications to the 

cloud—from innovators like Capital One and Marcus 

by Goldman Sachs, to firms such as Guardian Life 

Insurance Company of America.

Guardian Life understands the level of capability 

and commitment involved in successfully moving 

key customer communications to email. When 

the company began to implement e-delivery of 

customer communications and transactional notices, 

providing policyholders with a secure, positive 

user experience was paramount. Reliable and fast 

message delivery was also nonnegotiable. 

When key emails fail to 
arrive in the inbox, they 
degrade the overall user 
experience and threaten 
customer growth and  
retention.
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A key concern: Guardian Life’s eNotification appli-

cation would function as a hub to distribute and 

fulfill policy transactions from across the company’s 

multiple business units. The system would frequently 

be used to send customers emails notifying them 

that they needed to take a required action, such  

as approving an account change or providing infor-

mation about a beneficiary. Any delay in message 

delivery would mean a transaction could be 

adversely affected, or left incomplete.

Working with a team of carefully selected outside 

vendors, Guardian Life created an enterprise-wide 

tool for transactional notices—including a cloud-

based messaging infrastructure that was up to the 

task (reliably ensuring delivery of a high volume of 

customer messages and providing affirmative noti-

fication of delivery status, message opening, and 

customer response).

After successful rollout, the company viewed the new 

eNotification application as reinforcing “the high 

expectations and trust Guardian Life’s customers 

have for our company and brand,” according to 

Shivani Rawat, Team Lead and Senior Developer.

THE TIME HAS COME TO TAKE CONTROL 
OF YOUR EMAIL

Cloud adopters such as Capital One, Guardian Life, 

and Goldman Sachs’ Marcus bank demonstrate 

that choosing the right approach to email delivery 

can mean the difference between the inbox and 

the spam folder—and the revenue and profitability 

impacts that go with it.

It’s also clear: email is far too risky and valuable to 

simply “set it and forget it.”

That’s why the first step is to take an honest look at 

the current state of your email communications, and 

ask yourself these questions:

1. Is your email delivery fully integrated into the 

experience and flow of your applications and 

websites—or is it treated as an afterthought?

A well-designed, robust email API (application 

programming interface) is essential to drive real-

time, data-driven transactional emails, giving you 

the power to seamlessly manipulate templates, 

generate messages, send emails, and report perfor-

mance data.

2. Does your email infrastructure provide real-time 

data and analytics that go far beyond “sent,” 

“opened,” and “clicked?”

Email is rich with data. Analytics and reports on just 

about every quality of an email message—from 

campaign metrics and demographics to statistics 

provide deep insight into customer engagement—

such as triggers, activation, and user state.

3. Do you have the backing of a team of dedicated 

email deliverability professionals with deep 

technical expertise?

Email delivery is a complex, sometimes frus-

trating responsibility. The best deliverability pros 

understand how to leverage both their long-term 

experience working with global ISPs and sophisti-

cated technology.

4. Is your email service built on a true cloud 

platform, one that provides proven scalability, 

latency, and elasticity? 

Email is far too risky and 
valuable to simply ‘set it  
and forget it.
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The right email technology is essential to ensure 

email is delivered to the inbox on time, whether 

you’re sending hundreds, or billions, of messages.

5. Are your customer notifications, alerts, 

and marketing messages built on a secure 

email platform?

Email security matters—especially in industries 

such as financial services. Security by design—

technology, messaging best practices, and sound 

business processes—all align to ensure the integrity 

of messaging streams.

6. Is the performance of your email infrastructure 

guaranteed?

A reliable cloud email delivery services will provide 

meaningful service level agreements (SLAs), burst 

rate guarantees, and publicly available uptime 

history. In fact, SLAs with teeth will cover the things 

that really matter—like end-to-end service and 

business continuity.

7. Do you have the support you need?

Every financial services product team works differ-

ently. Whether they look to great API documentation 

and developer-friendly communities on Slack—or 

rely on a dedicated account management team you 

know and trust—it’s important to know that help is 

there when needed.

8. Do you really have confidence in your  

email solution?

Actions speak louder than words. A track record of 

success backed by happy enterprise customers who 

are willing to speak about their experience is the gold 

standard—and essential when the stakes are high.

ENTERPRISE EMAIL EXPERTISE  
WHEN IT MATTERS

It’s a brave new world. Competitors are moving to 

the cloud like never before, and customers are more 

in control than ever. Every bank and financial services 

business must approach customers on their terms, 

over the channels they choose, with the level of 

service they demand—or risk losing them for good. 

And that includes by email.

It’s not a simple challenge.

The good news: you don’t have to go it alone. 

There’s a whole team of email experts at SparkPost 

ready to help you unleash your own competitive 

superpowers—as you use your email communica-

tions to delight customers, deepen engagement, 

reduce churn, and drive revenues.

ABOUT SPARKPOST

Email is essential to every bank’s customer engage-

ment and growth today, but managing email servers 

is a time-consuming and risky effort. SparkPost’s 

email API delivers fast, flexible email and analytics 

integration for banking applications and services. 

Whether your enterprise sends hundreds, or billions, 

of messages, SparkPost delivers your application’s 

emails securely, on time, and to the inbox.

That performance is the reason SparkPost is the 

world’s #1 email delivery provider. Our customers—

including PayPal, Intercom, Guardian Life, LinkedIn, 

Comcast, and Oracle—send over 3 trillion 

messages a year, more than 25% of the world’s 

non-spam email.

Talk with our team @SparkPost or go to sparkpost.com to learn more.
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